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01 Security as a Service
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Intrusion Prevention System re™
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Multiple appliances at
every internet gateway

Security Management
- Appliances

- VM Based

- Container Based..

Shadow IT and...
- Saas?
- Cloud Access Control?..

Hybrid

Cloud (EE;)
Based
Security
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Evolution of Server Workload Abstractions

Physical
= Monolithic .
applications Virtual Machines
= Physical servers as
unit of scaling » Hardware
virtualization

» Life span of years
* VMs as unit

of scaling

* Life span of months
to years

AWS Lambda
Google Cloud Functions
Microsoft Azure Functions

KNative

Containers

» OS virtualization
Serverless

* Applications/
services as unit
of scaling

= Application runtime
virtualization

» Life span of minutes

to days = Resources as unit of

scaling

= Life span of seconds
to minutes

Source: Gartner
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Infrastructure

Physical

Operating System
Network

Hypervisor/ Virtualization

Infrastructure

Physical

g2r9col ¥ @2 W HO 247 LUK Iie 024 MY SCtRE S Y
Shared Security Responsibility Model
Bri
rwate,«_’ laaS PaaS SaaS
On-Premise

Users Users Users Users

Data Data Data Data

Applications Applications Applications Applications

| Virtual IASF 2021

10



Global EdgeE O|-& 2 Website Protection

01 Security as a Service

> Hot M| 20| Hs}

——— ACUMBERSOME PROCEDURE —

Hardware

Security-as-a-Service (SECaaS) Physical Server

Unnecessary .
314 L4 — Physical space
An outsourced, subscription-based model for security S
. + + Continuous monitoring
management delivered over the Internet .
SECaa$ &maintenance

Tremendous cost
&human resources
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Cloud laaS/PaaS

Cloud Security Solutions/
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- SECaaS HE[Q| HOF MH[A 02 Ated

- Traffic Forwarding
- Reverse/Forward Proxy
- SD-WAN
- IPSec

SECaaS

Challenges

- Multitenancy / Scalability
- Tenant Based Service Architecture
- Global One Platform
- IX/ISP/Datatacenter Transit
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02 Global Edge Platform AIONCLOUD

< AIONCLOUD (Application Insight on Cloud)

- AIONCLOUDE Z2t2E 7|8t 58 EOt AH|AE K| & St= All-In-One Platform
- M5 EZEA 7|& 7|HOSZ WAF SWF, DLP § &9t MH|A A&

Open Public
Internet Saas Cloud

miONCLOUD SASE PLATFORM

€

Headquarter Branch Offices Mobile
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< AIONCLOUD (Application Insight on Cloud)

ml ONCLOUD SASE PLATFORM

AIONCLOUD
Security Edge

AIONCLOUD
Security Manager

- Scalable Service Infra Edge
- Reverse/Forward Proxy

- Security Service Module

- SSL Inspection Engine

- Local Auth Gateway

- Account Management

- Global Service Infra
Pooling/Provisioning

- Policy Management

- Real-time Threat Updates
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< AIONCLOUD (Application Insight on Cloud)

High

Performance
Proxy

ﬁ“ ONCLOUD SASE PLATFORM

AIONCLOUD
Security Edge

AIONCLOUD
Security Manager

- Scalable Service Infra Edge
- Reverse/Forward Proxy

- Security Service Module

- SSL Inspection Engine

- Local Auth Gateway

- Account Management

- Global Service Infra
Pooling/Provisioning

- Policy Management

- Real-time Threat Updates

| Virtual 1ASF 2021{ 18



SASE & ZTA 7| H._f9| Secure Internet Access

02 D L|E|7H SASE E3HE AIONCLOUD

< AIONCLOUD (Application Insight on Cloud)

High
Performance
Proxy

miONCLOUD SASE PLATFORM

AIONCLOUD
Security Edge

AIONCLOUD
Security Manager

- Scalable Service Infra Edge
- Reverse/Forward Proxy

- Security Service Module

- SSL Inspection Engine

- Local Auth Gateway

- Account Management

- Global Service Infra
Pooling/Provisioning

- Policy Management

- Real-time Threat Updates
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< AIONCLOUD (Application Insight on Cloud)

High

Performance
Proxy

miONCLOUD SASE PLATFORM

AIONCLOUD
Security Edge
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Security Manager

- Scalable Service Infra Edge
- Reverse/Forward Proxy

- Security Service Module

- SSL Inspection Engine

- Local Auth Gateway

- Account Management
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< AIONCLOUD (Application Insight on Cloud)

Threat
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Proxy
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Security Edge
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Security Manager
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< AIONCLOUD (Application Insight on Cloud)
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02 Global Edge Platform AIONCLOUD

< AIONCLOUD FR7|=

Website Protection

=9

=

i

Bot/API/
Brute Force/
Credential Stuffing

Optimize Website
Performance

SSL Visibility

Secure Internet Access

Network Security

Internet Access Control

DLP/APT
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02 Global Edge Platform AIONCLOUD

s+ AIONCLOUD Global Network

OREGON

o 7
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< AIONCLOUD E3E 1/

AIONCLOUD Service Gateway / Security Manager / Security Edge

AIONCLOUD
Service Gateway
(Authentication/PAC/DNS

AIONCLOUD
Security Manager

(Resource/Account

; Master DB

/Routing..) /Policy/Threa Updates..) N—
= | S
*Log Collector Log(:%ector Log Collector
(Japan) (US) (EMEA)
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**ASE #1 ASE #2 ASE #N
(AIONLCOUD Security Edge) (AIONLCOUD Security Edge) (AIONLCOUD Security Edge)

* Log Collector **ASE(AIONCLOUD Security Edge)

- Security log - Ingress Controller
(Block/Detect..) - Worker
- Traffic log

: Security Service Module
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< AIONCLOUD(Application Insight on Cloud)A{H|A E2{& Flow
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03 Website Protection

< AIONCLOUD WAF A{H|A

User

Internet

OWASP Top 10
Bot, Brutefoce,
Credential Stuffing, AP
SSL/TLS EHX|

i)

Web Server
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DB server
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03 Website Protection
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s AIONCLOUD WAF-Cost Effective
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LOGIN

mIONCLOUD PRODUCTS TECHNOLOGY PRICING PARTNERS RESOURCES

S
Detailed Features,
Intuitive U,

Easy Management

has user-friendly Ul and detailed features.
you can see all in intutive dashboard and monitor
website status in real-time

> View Intuitive Ul Video
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